The Minneapolis District Dental Society Would Like
to Invite You to Attend this Special Evening.

Wednesday, October 10, 2018

Interlachen Country Club
6200 Interlachen Boulevard
Edina, Minnesota

5:30 P.M. REGISTRATION/NETWORKING ¢ 6:30 P.M. PROGRAM BEGINS

“Cyber Security Practical and Legal Considerations—

Are You Prepared in Your Dental Practice? Have You Been Held For Ransom?”

Course Outline

I. Current State of Cyber Threats.
A. ldentifying common threats.
B. Understanding what is at risk.

II. Ways to Defend Your Office Against Cyber Security Threats.
A. Assessing current levels of risk.
B. Developing a cyber security plan.
C. Training employees to stand guard.

lll. Ways to Minimize Damage in the Event a Breach Occurs.
A. Insurance coverage options.
B. Developing a game plan before the breach occurs.
C. Investigation and response.

David M. Aafedt, Esq. Gerald H. Fornwald, Esq.

IV. What are Your Obligations Following a Breach?
A. HIPAA.
B. Minnesota Health Records Act.
Program Learning Objectives

® How to identify potential cyber security threats before they occur, and basic steps to avoid being breached.

® How to prepare for potential cyber security threats in order to minimize harm when the inevitable breach occurs.

® |dentifying steps that every dental practice should take in the event a cyber security breach occurs.

David M. Aafedt, Esq. is a shareholder and board member with the law firm of Winthrop & Weinstine’s Health Law and
Regulatory practice groups. David served as an Assistant Attorney General with the Minnesota Attorney General’s office until
2003, when he joined Winthrop & Weinstine, P.A. David represents dentists, specialists and other health care providers in a
variety of capacities, including litigation and enforcement proceedings, health care licensing board investigations,

compliance and regulatory matters, as well as federal, state, and private payer billing audits and investigations. David also
serves as outside general counsel to hundreds of dental and health care professionals and practice groups, where he advises
them on, among other issues, the purchase or sale of a medical or dental practice or business; general corporate
governance, management, and employment issues; public and private payer reimbursement issues; fraud, waste and abuse,
anti-kickback and Stark; credentialing, privileging, and peer review processes; state and federal privacy laws, including data
breaches.

Gerald H. Fornwald, Esq. is a shareholder in Winthrop & Weinstine’s Health Law and Commercial Litigation groups. Gerry
works with a wide variety of specialty medical providers, dentists, and companies in other regulated industries to navigate
complex licensing, information privacy, and compliance issues. Gerry also has significant experience representing small
business owners and closely held companies in ownership disputes and litigation. He uses that background to provide
comprehensive advice to dentists and other business owners about how to avoid potential pitfalls when forming, selling, or
buying into a practice.

One core hour continuing education credits will be given. REGISTRATION INFORMATION ON THE REVERSE SIDE



Registrotiow formv

Register for Cyber Security Practical and Legal Considerations
with Mr. David M. Aafedt and Mr. Gerald H. Fornwald
to be held on Wednesday, October 10, 2018

The Minneapolis District invites you to a special night of
education and insight into cyber security.

Interlachen Country Club - 6200 Interlachen Boulevard - Edina

Fax, mail or phone your reservation early. Deadline for registration is Friday, October 5, 2018.

Please Print

Member Name:

Guest Name:

Telephone Number: ( )

Email:

Registration Fee (Per Person) $45.00 — Number of Attendees

(Heavy Appetizers along with Cash Bar)

Total Cost:

If you have any questions, please call the district office at 651.631.9845

MAIL TO: Minneapolis District Dental Society
2475 - 15th Street NW, Suite C, New Brighton, MN 55112-5606
FAX TO: 651.631.9846 (if paying by credit card)

[ ]Check#____ Made Payable to the MDDS is Enclosed.

[ ] Credit Card # Expiration Date

[ ] MasterCard [ ] visa

Zip Code of Billing Address for Credit Card:

Card Member Name: Authorized Signature:




